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ABSTRACT 



A data transmitter capable of preventing illegal free recep- 
tion of transmitted data by scrambling the same, and a data 
receiver ad^ted to descramble the received data properly 
despite any alteration of a scramble program. The data 
transmitter comprises a data source where predeteimined 
data to be transmitted is stored; a circuit for generating a 
scramble program and control data; a circuit for scrambling 
the predetermined data in accordance with the scramble 
program; a circuit for generating a descramble program; and 
a circuit for transmitting the scrambled data, the descramble 
program and ti)e control data to the data receiving terminal 
of each user or contractor. The control data indudcs a 
scramble key. and the scrambled data is transmitted via a 
satellite network or a CATV network, while the descramble 
program is transmitted via a tdq^hone line. The data 
receiver is equipped with a circuit for descrambling the 
received data in accordance with the desaamble fs'ogram. 
and a circuit for compiling an intennediate code, which is 
included in the descramble program and is not dependent on 
any hardware, into a machine code. 

29 Claims, 9 Drawing Sheets 
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DATA TRANSMITTER AND RECEIVER 

BACKGROUND OF THE INVENTION 

1. Rdd of the Invention 

The present invention relates to a data transmitter 
scrambling and transmitting data of. e.g., publications 
(newspapers, books, magazines, etc.). and also to a data 
receiver adapted for receiving such scrambled data. 

2. Description ctf the Related Art 

In pay television broadcast (or music broadcast) utilizing 
a broadcasting satellite for exan^le. a program is transmit- 
ted after being scrambled in an aSX&vapi to prevent illegal 
interception of the program by any non-contractor. 
Therefore, any audience or listener who desires such pro- 
gram makes a contract for reception with a program provider 
and is enabled to receive a scramble key to decode the 
scrambled program, whereby the scrambled program is 
descrambled on the receiving side and is rendered intelli- 
gihle for the regular contractor The technique of transmit- 
ting such a descramble key is disclosed in. e.g., U.S. Pat. No. 
4,533,949. 

Recentiy, for electronic transmission of data of newspa- 
pers and so forth (hereinafter referred to as newspq>a' daia)» 
there is contrived a novel data broadcasting system which 
inserts newsp{q>er data in a satellite data channel and trans- 
mits the same via the satellite. In this case, a signal from the 
satellite is received by a data receiver in each home 
(contractor) having made a contract to receive the newspa- 
per data, and the newspaper data inserted in the data channel 
is extracted from the signaL Then the newspfqser data is 
recorded on a recordli^ medium such as a magnetic disk or 
a magneto-optical disk and can be read out therefix)m at any 
time the contractor desires. The newspaper data thus read 
out is visually represented on a display device or is printed 
out whereby the contractor is enabled to read the newspa- 
per. 

In this data broadcasting system also, newspaper data is 
scrambled for the purpose of preventing illegal reception, 
and on the contractor side, the data is descrambled by using 
the received scramble key. 

In the system mentioned above, descramble is executed 
on the contractor side in accordance with a predetermined 
algoridmL Therefcffe, when the algorithm is once known to 
any non-contractor, descramble can be executed with facility 
even if the scramble key is altered, so that a problem of 
illegal reception still remains unsettied. 

Further, in c^e the system is so arranged that the data is 
decoded on the basis of a decode key in a decoder installed 
in a data receiving temunal, if a regular contractor having 
received the decode key infcmns any non-contractor of the 
decode key illegally, then the scrambled data can be decoded 
by the non-contractor as well to thereby bring about another 
problem that the data is acquired without chaise. In addition, 
there may occur a defenseless state against illegal reception 
in the future due to a probable advanced technique relative 
to illegal descramble of the scrambled data, and in the worst 
case, serious problems may arise inclusive of the necessity 
of replacing the data receiving terminals for the entire users. 

SUMMARY OF THE INVENTION 
The present Invention has been accon^lished in view of 
the circumstances mentioned. And its princqjal object 
resides in realizing prevention of illegal reception by rein- 
forcing the security control of broadcast omtents. 

It is another object of the present invention to provide an 
in^roved data transmission system which is capable of 
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preventing illegal free reception or taking a prompt proper 
countermeasure even if the descramble key is illegally 
acquired by any non-contractor or if tiie possibility of illegd 
descramble is rendered possible by progress of the descrana- 
3 bling tedinique. 

According to one aspea of the present invention, there is 
provided a data transmitter which is equipped with a 
scramble means for scrambling data and also transmits an 
object including at least a descramble program prepared for 
descrambling the data processed by the scramble means. 

In this data transmitter, the data may be those of publi- 
cations. Both the data and the object can be transmitted via 
a satellite network or a CATV network. Furthermore the data 
and the object can be transmitted via different transmission 
lines as well. And the descramtHe program can be formed 
into an intermediate code which is not dependent on any 
hardware. 

According to another aspect of the present invention, 
there is provided a data receiver which is adapted to receive 
the scrambled data from die above-described data transmit- 
^ tcr and is equipped with a descramble means for descram- 
bling the saambled data in accordance with the descramble 
program. 

According to a further aspect of the present invention, 
there is provided a data receiver equipped widi a compile 
25 means for compiling an intermediate code, which is 
included in a descramUe program, into a {H-edetcrmined 
machine code, and a desaamble means for descrambling the 
scrambled data in accordance with a predetermined machine 
code. 

30 In the data receiver mentioned, a recording means may 
further be incorporated to record the intermediate code of 
the descramble program on a recording medium, wherein 
the intomcdiate code of the descramble program recorded 
on the recording medium can be complied by the con:^>ile 

35 means. 

Thus, in (he data transmitter of the present invention, data 
is transmitted after being scrambled, and simultaneously 
there is also transmitted an object which includes at least a 
descramble program prepared for descrambling the data. 

^ Therefore, the security control can be reinforced by chang- 
ing the scramble algorithm either periodically ot non- 
pcriodically for example and transmitting a descramble 
program which corresponds to the altered algorithm, thereby 
preventing illegal reception on the receiving side. 

Meanwhile in the data receiver of the present invention, 
the scrambled data obtained from the data transmitter is 
received and descrambled in accordance with the 
descramble program, Consequendy* proper descramble can 
be pcrfcnmcd even if (he scramble algorithm is altered on die 
transmitting side. 

^ In another data receiver of the present invention, the data 
sent from the data transmitter is received, and then the 
intermediate code of the descramble program is compiled 
into a pred^ermined mactiine code. And the scrambled data 
is descrambled in accordance with the machine code thus 

55 compiled Therefore the desaamble processing system may 
be constituted of a virtual machine to conscqucntiy realise 
an advantage that the data receive- can be constructed 
widiout the necessity of using any exclusive hardware. 
The above and other features and advantages of die 

^ present invention will become apparent from the following 
description which will be given with reference to the illus- 
trative accompanying drawings. 

BRIEF DESCRffnON OF THE DRAWINGS 
63 FIG. 1 illustrates an exemplary constitution of a data 
transmission system to whicii the present invention is 
applied; 



09/26/2003, EAST Version: 1.04.0000 



5,787, 

3 

FIG. 2 is a block diagram showing an exemplary consti- 
tudoD of a transmitter owned by a servicing coiDpany 3 in 
HG. 1; 

FIG. 3 is an explanatory diagram showing a format of 
digital diannel data; ^ 

FIG. 4 is a block diagram showing a detailed constitution 
of a data receiver 6 in FIG. 1; 

FIG. 5 , made up of FIG. 5A and 5B, is a block diagram 
showing a detailed constitution of a data receiving circuit 31 
in FIG. 4; 

FIG. 6 is a simpliAed diagram schematically showing the 
constitution of the data transmission system In FIG. 1; 

FIG. 7 is a flow chart showing a concrete operation 
{]rocedurc in the data transmission system of the present 15 
invention; and 

FIG. 8 is a flow chart showing a concrete operation 
procedure to execute a program in the data transmission 
system of the present invention. 

20 

DETAILED DESCRIPTION OF THE 
(^lEFHRRED EMBODIMENTS 

FIG. 1 illustrates an exemplary constitution of a data 
transmission system to which the present invention is 
applied According to this data transnUssion system, multi- 
media data composed princq>ally of data of publications 
sud) as newspapers, books and magazines are transmitted, 
and on the receiving side, the received data are recorded on 
a recording medium so that the user can read out the data 
dierefrom to view or listen to the same at any desired time. 

A newspaper company as a data provider has a large 
computer 1 where a paper data base is stared. The paper data 
base includes infonnation of articles, photographs and draw- 
ings to be printed on a newspaper, and also information for 
layout The entire data in such data base are digitized 
previously and are transferred, when necessary, to an editing 
device 2 so as to be edited therein. 

More specifically, the data in the data base arc edited, per 
paper space, in an adequate format retrievable with facility ^ 
by the user on the receiving side. For example, there is 
formed, by this editing, a retrieval picture where the paper 
space is reduced with only headlines seen while the layout 
remains unchanged. And further, the retrieval picture (with 
the headlines) and the article data representative of die 
detailed contents are correlated with each other so that &om 
any headline, the relevant article corresponding to that 
headline can be displayed. 

In the editing device 2. some additional data not stored in 
the large computer 1 are further inputted, when necessary, so 
from an external data base or the like (not shown), such as 
text data, image data and audio data (e.g., those of news 
program corresponding to newspaper article). Such text 
data, image data and audio data (digitized similarly to the 
above-described data in tiie data base) are also edited in the 55 
editing device 2 in an adequate format retrievable with 
facility by the user on the receiving side. (In this case also, 
as mentioned, layout focr displaying the information (text 
data, image data and audio data) on the screen is edited, and 
finther such data and the newspaper aitides corresponding 60 
thereto are correlated with each other.) 

Both the image data and the audio data are conq}ressed 
when necessary. And advertisement data provided by any 
advertisement sponsor can be inserted suitably in the ncws^ 
paper data. In this case, the adveitisemeat data are displayed 65 
suitably on the receiving si(te during retrieval of the news- 
paper data. 
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As described above, the multimedia new^^>er data, 
which are edited in a format retrievable with facility on the 
receiving side and are composed principally of newspaper 
data wfd) text data, image data and audio data, are trans- 
mitted to a servicing con^any 3 via. e.g., a ground data 
network. 

To the servicing company 3. there are also supplied data 
of magazines, books and so forth provided by a publishing 
company as another data provider, and further a program 
(composed of video and audio signab) provided by a 
television station. The data of magazines, books and so forth 
provided by the publishing company can be formed into 
multimedia data combined with text data, image data and 
audio data (hereinafter referred to as multimedia magazine/ 
book data), similarly to the aforementioned data provided by 
a newspaper cortq>any. 

The data transmitted to die servicing company 3 are 
transmitted therefrom to a satellite (broadcasting satellite BS 
or conununication satellite CS) 4. from which the data are 
further transmitted to (he receiving side (e.g., user or con- 
tractor at home). That is, the data provided by the data 
provider are transmitted via the satellite network to the user 
on the receiving side. 

The servicing conopany 3 has such a transmitter as shown 
In FIG. 2 for example. The multimedia newspaper data from 
the newspaper company and ^e nmltimedia magazine/booE" 
data from the publishing company are multiplexed by ao. 
unshown multiplexing circuit and then are supplied as 
multimedia data to an encoder 25 which constitutes the 
transmitter. In the servicing company 3, the multimedia^ 
magazine/book data for example are edited, when necessaiy, 
in a format retrievable with facility by the user on the 
receiving side and then are multiplexed with the multimedia 
newspaper data. 

To the encoder 25, other various data are also inputted in 
addition to the multiplexed multimedia magazine/book data 
and multimedia newspq>er data (hereinafter referred to as 
multimedia data inclusive of both data), sudx as conmion 
information including a data identifier (for identifying the 
multimedia data) and a work key, and individual information 
including user control Informiation which comprises unique 
receiver ID affixed to each data receiver on the receiving 
side and contract content corresponding to the relevant 
receiver ID (including a data identifier of the multimedia 
data which r^esents the contract of the user having the data 
receiver corresponding to the relevant receiver ID). 

Out of the above various data, the multiinedia data are 
supplied to a data scrambling circuit 14. This circuit 14 is 
also siqiplied with a scramble program obtained from a 
security object generating circuit 13 which consists of a 
con:^)uter wilh CPU. ROM and RAM ; and control data (e.g., 
scramble key, operation parameter used for program 
operation, etc.) required fcH* such scrambling. The data 
scrambling circuit 14 scrambles the multimedia data by 
executing the scramble program and using the control data 
when necessary and then outputs the scrambled data to an 
independent data channel multiplexing circuit 12. 

The scramble program obtained from the security object 
gen^ating drcuit 13 is periodically changeable by altering 
the alg<Hithm or die operation parameter And when neces- 
saiy (e.g., when illegal reception is probable on the receiving 
side), this program is changeable also by inputting a pro- 
gram change instruction (with alt^ation of the parameter or 
the algorithm) from an external device to an operating 
console 22. 

Therefore, even if the scrambling algorithm in this case is 
known to any non-contractor, illegal rec^tion on the recdv- 
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ing side can be prevented by altering the scianibling algo signal multiplexing circuit 17. In this case, the scramble key 

rithm as described above to reintoce the security control. used for scrambling the video signal is inputted to, e.g., the 

The security object generating circuit 13 generates, in related data ciphering circuit 11 to be ciphered therein and 

addition to the aforementioned scramble program, a is included in the related data. 

descramble program for descrambling the data processed by ^ The video signal/digital channel signal multiplexing cir- 
the scramble program, and control data (e.g., the aforemen- cuit 17 performs frequency nuilciplexing of the input video 
tioned scramble key) required fo£ the descrambling process. signal and the signal supplied from the four-phase DPSK 
The circuit 13 further functions to convert the descramble modulator 16, and then outputs the multiplexed signal to an 
program (source program) into an intermediate code such as FM modulator 18. Subsequendy the FM modulator 18 
p-code or byte code not dependent on hardware, i.e., an to executes frequency modulation of a predetermined carrier 
intermediate code interpreted and executed by a virtual with the input signal and outputs the fctqucncy-modulated 
machine, and then ou^uts an object of the intermediate code signal to ah up converter 19, where the input FM signal is 
of the descramble program (hereinafter referred to as secu- frequency-converted into a signal of a gigahertz-order Ve- 
rity object) to a related data ciphering circuit 11. When quency band (e.g., Ku band or Ka band). The FM signal 
necessary, the control data is included in the security object ts outputted from the up converter 19 is power-amplified by a 
In this case, therefore, the descramble program is trans- power amplifier 20 and then is supplied to a transmitting 
mitted In the converted form of an intermediate code, so that antenna 21. from which the amplified signal is transmitted to 
die amount of the transmission data can be reduced in a satellite 4 (FIG. 1). 

comparison with another case where the source program is FIG. 3 shows a format of the four-phase DPSK modulated 

transmitted in its cdginal form. ^ digital channel data (A-mode format). As shown in this 

The related data ciphering circuit 11 is sui^licd with, in diagram, data of 1 frame is composed of a total of 204-8 bits 

addition to the security object, common data and individual (horizontal 64 Wtsxvertical 32 hits). In the range of first 2 

data. In the ciphering circuit 11, both the common data and bitsx32 bits, a frame sync signal, a control signal and a range 

die individual data are ciphered by using the woric key bit signal are arranged (recorded). Since the data of 1 frame 

included in the common data and obtained in the preceding ^ is transmitted during a time of 1 ms, the transmission rate is 

transmission. Accordingly, on the receiving side, the 2.048 Mbps. 

df^ered common data and individual data are deciphered by The frame sync signal is used for synchronizing each 
using the work key received already. Such work key is frame. And the control signal indicates whether die trans- 
changed either periodically or nonperiodicaUy. Changing the mission mode is A-mode or B-mode, and also indicates 
work key is controlled by a woric key control unit 23. ^ whether the television audio signal (audio signal of the 

The data thus ciphered are supplied as related data to an program provided from the television station) (arranged in 

independent data diannd multiplexing circuit 12. This cir- Audio 1 and 2 in FIG. 3) is whether a stereo signal, a 

cuit 12 multq)lexes the saambled multimedia data supplied 1 -channel monaural signal or a 2-chaimel monaural signal, 

from the descrambling circuit 14 and the related data sup- Although not shown, a B-mode format is the same in data 

plied from the ciphering circuit 11, and then ou^ts the quantity as the A-mode format but is different therefrom in 

multiplexed data to a digital channel signal nuiltiplexing the point that the audio signal has two channels each 

circuit 15. conqwjsed of 640 bits. 

The configuration mentioned above constitutes an In Audio 1 to 4 described below, high-order 10 bits of 

CDCoder 25 for producing data in an independent data ^ effective digits out of 14-bit quantized audio data are 

channel which will be described later with reference to FIG. selected and arranged. Hie range bit signal represents the 

3. range of such selected audio data. 

To the digital channel signal multiplexing circuit 15. there As shown in FIG. 3. the audio data of Audio 1 to 4 are 

is also iqMitted the audio signal (composed at least partially recorded (arranged) respectively in the next range of 10x32 

of the aforementioned audio signal of the program provided ^5 bits posterior to the first 2x32 bits and in the succeeding 

by the television station) transmitted as a digital channel three ranges each composed of 10x32 bits. (However, there 

signal The digital channel signal multiplexing circuit 15 may be a case where some odier data than die audio data are 

multiplexes the ii^Hit audio signal (digital audio signal) and arranged in Audio 3 and 4.) Thereafter, data of the indcpen- 

the data suf^lied from the encoder 25, and then outputs the dent data channel are arranged in the range of 15x32 bits 

multiplexed data to a four-phase DPSK modulator 16. ^ posterior to the data of Audio 4, and a horizontal error 

This modulator 16 executes four-phase DPSK modulation correction code is arranged in the last range of 7x32 bits, 

of Che input data and ou^uts the modulated data to a video The data of the independent data channel shown in FIG. 

signal/digital channel signal multiplexing circuit 17. The 3 are transferred per predetermined packet as a unit Each 

video signal of the program provided by the television packet is composed of 288 bits for exanq>le, wherein first 16 

station is also izq)utted to this mult4)lexing circuit 17. Ihe 55 bits are used to form a header, and substantia] data arc 

audio signal inputted to the digital channel signal multiplex- arranged in the succeeding 190 bits, and an error correction 

ing circuit 15 is a digital one, whereas the video signal code of that packet is arranged in the last 82 bits. The header 

inputted to the video signal/digital channel signal nmltiplex- includes at least a service identification code and an error 

ing circuit 17 is an analog one. correction code (check tat) tiicreof. The service identifica- 

In the future, it may be possible to modify the above 60 tion code includes a code for identifying whether the data 

constitution in such a manner that the video signal is arranged in the relevant packet are the related data or the 

processed in the form of a digital signal instead of an analog multimedia data. 

one, and the entire data transmitted from the data providers The related data outpuued frt>m &e related data ciphering 

(newspq)er coiiq)any, publishing company and television circmt 11 shown in FIG. 2 and the multimedia data outputted 

station in FIG. 1) are handled as multimedia data. 6S from the data scrambling circuit 14 are allocated, per packet 

In another modification, the video signal may be as a unit^ to the independent data diannd. And a service 

scrambled and iq)utted to the video signal/digital diannel Identification code is set in accordance with the data allo- 
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cated to the relevant packet (le.. depending on whether the digital channel signal sefutrating circuit 71 Then this circuit 

allocated data arc the related data or the multimedia data). 72 separates the input signal into a video signal and a digita^ 

The above-described d^ a^^^ ^rf^^^^^sS?^^^ 

transmitted from the satellite 4 to the U5^ .(contactor) at , ^.^^^ j^e processing drcuit 32 as will be described i 

each home. SubsequenUy the signal obtained from ttie ^ ^ ^ compresseT^ 

satclHte 4 is received by an outdoor device (parabola data, a process of data expansion is executed in the decoder 

antenna) 5 at each home (on the receiving adc) and then is ^ j descramblcd video signal (or the expanded data 

converted into a predetermined intermediate-frequency sig- obtained out cf the compressed video data ) is outputted via 

nal (IF signal). Tha-caftcr the F signal is iiq)utted to a data display interface 35 (FIG. 4) to the monitor 7 to be 

receiver 6. The IF signal thus inputted to the data receiver 6 displayed thereon. 

is demodulated and is recorded on a recording medium such Meanwhile the digital channel signal separated by the 

as a magneto-'Optical disk (hereinafter referred to as MO) 8 video signal/digital channel signal sqjarating circuit 72 is 

or some other magnetic disk (hard disk). inputted to a four-phase DPSK demodulate 73 to be thereby 

Afttt the data have dius been recorded on the MO 8. the demodulated. The signal outputted from the four-phase 

user on ttie receiving side can retrieve any necessary data at DPSK demodulator 73 is supplied to a digital channel signal 

any desired time and deliver the data to a monitor 7 to separating circuit 74 to be separated into the audio signal 

display the same (or can oulput the data from an unshown (arranged in Audio 1 to 4 shown in FIG. 3) and the 

loudspeaker). Further the user can load the MO 8 in a independent data channel signaL When the audio signal is 

portable tenninal <x a desk-tq> terrxunal and retrieve any ^ the one corre^nding to the above-described video signal, 

desired data therefrom to display the same. the audio signal is processed in the same manner as the video 

FIG. 4 shows an exemplary constimtion of Ac data signal and then is siQiplicd to a loud^)eakCT to be emitted as 

receiver 6. The blocks constituting tiie data receiver 6 are so sound therefrom. 

contrived that the data (including control commands and so ^ The digital channel signal sq)aradng circuit 74 outputs 

forth) are mutually transferred via a bus and also that each the separated ind^ndent data channel signal to a multime- 

block is controlled by a processing circuit 32 which com- dia data/related data s^arating drcuit 81. Then this circuit 

prises a CPU» a ROM and a RAM. The data receiver 6 is 81 separates the iiq)ut signal into the noultiraedia data and the 

controllable by manipulating a remote controller 9. More related data, and then outputs the multiroedia data to a data 

specifically, when tiic remote controller 9 is man4)ulated^ a ^ descrambling circuit 87 while outputting die related data to 

signal corresponding to such manipulation is received by the a related data decoding circuit 82. The above operation is 

processing drcuit 32 via an input device 33, and a process performed with reference to the aforementioned service 

corresponding to the signal obtained from the remote con- identification code. 

troUcr 9 is executed in the processing circuit 32. The related data decoding circuit 82 decodes the input 

In the data receiver 6, an IF signal from the outdoOT device 35 related data by the use of a work key stored in a work 

5 is supplied to a data recdving circuit 31. And the input IF register 83. C^t of the result of such decoding, the data 

signal is demodulated in the data receiving circuit 3L identifier induded in the common data is outputted to a 

Furthci in the data receiving circuit 31, there are decoded, down-load yes/no dedslon circuit 84. while any other data 

under control of the processing circuit 32, the multimedia (security object, individual data, common data excq)t data 

data contracted by the user (e.g., newspaper data from a ^ identifier, and scramble key used for scrambling the video 

specific ncwspq)cr company and text data, image data and signal) are outputted to the processing circuit 32. 

audio data appendant thereto; data of specific magazines or When the data sii|^lied to the processing circuit 32 from 

books and text data, image data and audio data appendant the rdated data decoding circuit 82 indudes the scramble 

th^eto), and the decoded data are outputted to a data key used for scrambling die video signal from the tdevision 

recording medium control drcuit 34. Ttien this control station, the processing circuit 32 outputs such data to the 

drujit 34 records, on the MO 8, the data obtained from the decoder. Then the decoder descrambles, by using thT| 

data recdving circuit 31. scramble key as described, die video signal outputted fromj 

Theieaftcr when the remote controller 9 is manipulated, a the video signal/digital channel signal separating circuit 72. 

ftmni ptiiflti nn signal oHTesponding to such manipulation is The processing circuit 32 also supplies the worfckey, 

su^Jlied to an input device 33, which then transfers tfie 50 which is included in the common dat a from the related data 

received signal to flie processing drcuit 32. In response to decoding circuit 82, to the workrc^sfer 83 to store the work 

such manipulation signal, the processing circuit 32 envies _key therein. In die related data decoding circuit 82, the 

the data recording medium control circuit 34 to reproduce related data su;>plied next is decoded by using the w<Hk key 

tiie data recorded on the MO 8, and the reproduced data is thus stored in the woric register 83. Therefore, security of the 

supplied to a display interface 35. Subsequently the display 33 related data can be enhanced by altering, dthcr periodicali 

interface 35 converts the input data Into a video signal and or non-periodicaUy, the work key used in the transmitter - 

delivers the converted signal to a monitor 7 to display the the sovidng conq)any 3 shown in FIG. 2. 

same. (When the data reproduced from the MO 8 is audio Further in the processing drcuit 32, the security object (of 

data, such data is outputted from an unshown loudspeaker.) the intermediate code) included in the result from the related 

In this manner, the contractor is enabled to view the con- 60 data decoding circuit 82 is once recorded on the MO 8 via 

tracted newspaper, magazine, book and abo the text, image the data recording medium control circuit 34. Thereafter th? 

and audio q)pendant thereto. processing circuit 32 reads out the security object recorded 

no. 5 shows a fiathef detailed exeixq>lary constitution of on the MO 8, Lc.. the descramble program of the intctme- 

thc data recdving drcuit 31. The IF signal obtained from the diate code, and converts (translates) the same into a machine 

outdoor device 5 is inputted to an FM demodulator 71. The 65 code executable by the data descrambling drcuit 87. The 

FM demodulator 71 demodulates the IF signal to recover the descramble program converted to a file of an executable 

baseband signal and delivers the same to a video signal/ format is supplied to die MO 8 again to be recOTded thereonj 
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Conversion of the descramble program into a machine accordance with the received program, so that propCT 

code is executed by utilizing the idle time of a CPU descrambiing can be executed despite any alteration of the 

incoiporated, e.g., in the processing circuit 32. In addition to scrambling algorithm in the servicing company 3. 

the above cxan^jic where the descramble program of the Furthennore, the descramble program is notated in the 

intermediate code is converted into a maddne code after 5 intermediate code which can be interpreted and executed by 

being once recorded on the MO 8, it is also possible to a virtual machine, and ttierefore the data descrambiing 

convert the security object of the intermediate code into a circuit 87 is enabled to realize its process with software on 

machine code without recording the same on the MO 8 in the various kinds of mierocomputers, whereby the apparatus can 

processing circuit 32 for example. In this case, however, be constituted without the necessity of employing any 

there may arise the necessity of executing the conversion lO exclusive hardware. 

into a machine code during another process of a great load ^ invention has been described hereinabove 

in the processing circuit Accordingly, the CPU mcorporated ^^^^ ^ exemplary case of its appUcation to a data 

ill the processing circuit 32 needs to satisfy the requisite of transmission system which is contrived to transmit data of 

high perfonnance. publications such as newspapers, magazines, txtoks and so 

Thereafter the processing circuit 32 compares user man- ^5 f^j^ However, it is to be noted that the present invention is 

agemcnt data, which is included in the individual data applicable to any data transmission system designed for 

supplied from the related data decoding circuit 82, with the transmitting other data as well. 

stored value in a data-rccdvcr ID register 86. TTie daja- Although the above embodiment rqircsents an exemplary 

receiver ID reUUve to the data receiver 6 is stored this ^^^^ ^ transmitted via a satellite network, the 

register 86, and the processing circuit 32 first compares ttic 20 d^t^ transmission line is not limited thereto alone, and it may 

receiver ID, which composes the user nianagemcnt data, ^ ^^^^ ^^^^^ ^ the satellite network, and 

with the data-recavcr ID stored in the register 86 and, upon of various data lines is also usable such as PSTN. ISDN, 

coincidence of the conq>ared data, extracts from the user ^.^j^ exclusive line, 

management data the contract content oorTeqx)ndiiig to that ^ . j-j 

A ™*:,»«. fn -^.j .v„f«.,*. ♦u^ r.ZuTf.f « 25 The above cmbodunent is so designed as to transnut a 

data-receiver ID. and cutouts the extracted content to a -^^ , , . . . * * j j * •* . 

. . iic*^ tu^ /r^o«m«rt ti»A work key for decoding the related data. However, it may be 

contract content register 85 to store the same. (Changing the .4 j * ^ u- * r a. 1* jj* 

contract content Teady stored in the regista 85 per- '° ""h T^fll, ^ t h d"^ 

foimed in the same manner.) decoding program and to decode the related data by the 

object. 

After storage of the contract content in the register 85, tfie _ . . ui- a- ^ i ^ 

down-load y«/nodedsiondraiit 84 compares the contract ^ The operabon for scrambhng^ 

content withthedataidentifiersuppUedfrX^ttierelateddaU f ^^'^ ^ performed by d^mimng *e 

decoding circuit 82. As described, the contract content object of the descramble prognjm 

includeTthe data identifier of the contracted multimedia ^^^^ ^« descramble process may be executed 

data. And when a coincidence is attained between ttic two "^""^ 

compared identifiers and further the coincident identifier is Further in addition to the above embodiment where the 

stored in a down-load request setting circuit 88, the down- intermediate code of the descramble program is transmitted, 

load yes/no decision circuit 84 outputs to the processing is also possible to transmit a source program thereof or a 

drcuil 32 a descramble instruction signal for instructing program obtained by conveating (con^Oing) the same into a 

descramble of the data. _ machine code. 
An identifier of the data desired to be downloaded, out of 



the entire multimedia data contracted by the user 
(contractor) on the receiving side, is previously registered in 
the down-load request setting circuit 88 by manipulating the 



In the above embodiment, the security object (descramble 
program) is transmitted via the same transmission line 
(satellite network in the embodiment) as that used for the 
multimedia data. However, it is also possible to use mutually 



remote controUer 9 for exan^le. Therefore, the descramblcT different transmission lines fcs the security object and the 

instruction signal is outputted when the data included in the multimedia data individually. 

contracted multimedia data and desired to be down-loaded is] More specifically, as illustrated in FIG. 1 for example, ^e 

received. multimedia data may be transmitted via the satellite network 

In response to the descrainble instruction signal received of a great capacity^ while the security object (descramble 

from the down-load yes/no decision circuit 84, flie process- jq program) may be transmitted via a telephone line (public 

ing circuit 32 reads out the machine-code descramble pro- telq)hone network) such as ISDN or PSTN. In this case, as 

gram recorded on the MO 8 and transfers the program to the shown in FIG. 4 for example, the dau receiver 6 needs to be 

rtatfl descrambiing circuit 87. This circuit 87 has an opera- equipped with a modem 36 or the like which serves as an 

tional function and executes the descramble program interface of the telephone line. 

obtained from the processing circuit 32, thereby descram- Hereinafter a fur^er detailed description will be given 

bling the input scrambled multimedia data. Subsequently the with regard to the case of transmitting the multimedia data 

multimedia dau thus descrambled are supplied via the data and the descramble program via different transmission lines, 

recording medium control circuit 34 to the MO 8 to t>c in this embodiment, digitized and scrambled information 

recorded thereon as descrit>ed above, such as text data of newspapers or magazines is transmitted 

When the control data is included in the security object, go to the data receiving terminal of each user via an indepen- 

the processing circuit 32 transfen die control data to the data dent data channel of a satellite broadcasting network. And 

descrambiing circuit 87 together with the machine-code when necessaiy, the user ou^ts (be data, which is stored in 

descramble program. In this case, therefore, the data the data receiving terminal^ from a monitor or a printer, 

descrambiing circuit 87 executes its descramble process by in FIG. 6, a data source station 101 is a broadcasting 

using such control data. 65 station which digitizes and scrambles the text data of news^ 

As described above, the descramble program is received papers or magazines and l^oadcasts such data to each user, 

by the data receiver 6 and then the data are descrambled in A satellite 103 receives (he data sent from a transmitting 
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antenna 102 and then sends the data toward a receiving 
antenna 1<M of each user. 

A receiver 195 extracts, out of the various data received 
via the receiving antenna 104. the data broadcast from the 
data source station 101, and then demodulates the extracted 
data. A memory device 106 stores the demodulated data 
thereia A data receiving terminal 107 decodes die data in the 
memory device 106 fra- descxambling the same and displays 
the content of the decoded data. Modems 108 and 110 
function via a public communication line (e.g.« tel^hone 
line) 109 to transfer the data between the data source station 
101 and the data receiving tenninal 107. 

The operation performed in the above constitution will 
now be described below with reference to a flow chart of 
FIG. 7 which shows the procedure of the operation. 

The data digitized and scrambled in the data source 
station 101 and the unique identification code (data ID) 
affixed to the individual data are inputted via the transmitting 
antenna 102, the satellite 103 and the receiving antenna 104 
to the receiver 106 and then are demodulated therein. The 
data thus demodulated are stored in the memory device 106 
while being retained in the scrambled format As shown in 
FIG. 7, the user first manipulates the data receiving terminal 
107 to select die desired newspaper, magazine or other data 
(step Ul). 

The data receiving terminal 107 makes a decision as to 
whether the program having a decoding function to 
descramble the data conrsponding to the identification code 
(data ID) of the selected data is existent or not in the entire 
data stored in the memory device 10€ (step 112). The 
decision as to the existence or non-existence of tiie program 
is executed on the basis of whether a coincidence is attained 
c€ not between die program ID included in die program and 
the data ID. Since this program is not existent at the 
beginning, the data receiving terminal 107 sets a commu- 
nication line to the data transmitting station, which is a 
broadcasting station in this embodiment, by controlling the 
receiver 105 and tiie modem 110 (step 113), 

Upon setting of a communication line between the data 
receiving tenninal 107 and the data source station 101. the 
data receiving terminal 107 transmits the selected data ID 
and the unique identification code (tenninal ID) of the data 
receiving texminal 107 to the data source station 101 via the 
modem 110, the public communication line 109 and the 
modem 108, thereby requesting the decoding program fi-om 
die data source station 101 (step 114). In response to such a 
request for the program, the dau source station 101 
prepares, on the basis of die received data ID and terminal 
ID, a program ad^ed to decode the data selected only in the 
data receiving terminal 107 having die relevant tenninal ID 
(step 115). 

The program thus prepared is transmitted to the data 
receiving terminal 1(K7 via the modem 108, the public 
communication line 109 and die modem 110 (st^ 116). 
Upon recq)tion of the program, die data receiving terminal 
107 stores the program in the memory device 106 and 
disconnects the line. Subsequently die data receiving termi- 
nal 107 executes the program to decode die data (step 118), 
thereby con4>leting the process. 

Posterior to the above operation, the selected-data decod- 
ing program is existent in the memory device 106 except 
when there arises the necessity of dianging the data to be 
selected or changing the program, so that the operadon 
proceeds to step 118 after execution of the decision at step 
112. 

FIG. 8 is a flow chart showing a concrete (Hocedure for 
die execution at step 118 in FIG. 7. When die program is 
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started in FIG. 8 (step 201), the data receiving terminal 107 
reads out the stored terminal EQ , in accordance widi the 
program, from tBBmejnoiy lnc(5IpQrated in the data receiv- 
ing terminal 107, and then conqjares the read terminal ID 
5 with die tenninal ID pres^ in the program to check if a 
coincidence is attained, thereby making a decision as to 
whedicr the value of the tenninal ID is proper or not (step 
202). 

If die result of the above decision signifies that die value 

jQ of the terminal ID is not prq)er, die program is completed 
(step 204), and the user is rendered incapable of decoding 
the data. Meanwhile, if die result of the decision signifies 
that (he value of the terminal ID is proper, the process of 
decoding the data is executed in accordance with the pro- 
gram to thereby descramble the data, so that the user can 
acquire the desired data as an ou^ut from the monitor 107 A 
or an unshown printer. 

Although in dus embodiment a decision is made at die 
start of die program as to a coincidence of the tenninal ID, 
it may be so modified diat a timer function is included in die 

20 program and a periodical check of die tenninal ID is 
executed at a fixed time interval 

The embodiment has been explained above widi regard to 
an exemplary case where die entire program for acquiring 
the data is sent out from the data source station 101. 

25 However, it is also possible to achieve the purpose by 
sending out only a portion of the program to decode the 
scrambled dau and calling the decoding program at a 
desired time from the data acquiring program. In this case, 
the required communication time can be shortened since the 

30 program to be transmitted via a communication line sudi as 
a telephone line is reduced in amount 

Furidiexmore the data described above may also include 
audio data such as music, in addition to text data. 
Thus, according to the data transmitter of the present 

35 invention, security control is enhanced to realize prevention 
of Illegal recq)tion on the receiving side. 

Meanwhile according to the data receiver of the present 
invention, the received data can be descrambled despite 
alteration of the scrambling algorithm on the transmitting 

Also according to another data receiver of the present 
invention, the jwrocessing system for descrambling the data 
can be constructed of a virtual machine to consequendy 
accomplish constitution of the data receiver without the 
necessity of employing any exclusive hardware. 

Further according to the data transmission system of the 
present invention, scrambled data are transmitted simulta- 
neously by broadcasting to die entire data receiving tenni- 
nals from a data source station such as a broadcasting 
station, and a descramble program for decoding the 
^ scrambled data is transmitted from the data source station to 
the individual data receiving terminals via a public commu- 
nication line. Therefore, even if die descramble key is 
illegally known to any non-contractor or if a probabili^ of 
illegal desoanibling may arise in die future due to progress 
55 of the descrambling technique, it is still possible to prevent 
unlawful free recepdoa And diere is attainable another 
advantageous efifect that a pronq)t countermcasure can be 
taken by altering the program or die scrambling method. 
What is claimed is: 
^ 1. A data transmitto' fGC transmitting data to a data 
receiving terminal, comprising: 

a data source for storing predetermined data to l>e trans- 
mitted; 

first generating means for f^oducing both a predet^mined 
65 scrambling program for scrambling said predetermined 
data and control data to be used in the scrambling 
process; 



09/26/2003, EAST Version: 1.04.0000 



5,787,171 



13 



14 



10 



20 



25 



saarobling means for scrambling the predeteimincd data 
in accordance with said scrambling program; 

second generating means for producing a predetermined 
descrambling program for descrambling the scrambled 
data obtained from said scrambling means; and ^ 

transmitting means for transmitting the scrambled data, 
the descrambling program and the control data to said 
data receiving teiminai. 

2. The data transmitter according to claim 1, wherein said 
control data includes a scramble key. 

3. The data transmitter according to claim 1, wherein said 
transmitting means transn:iits the scrambled data via a first 
communication form to said data receiving terminal, and 
transmits the descrambling program via a second commu- 
nication form to said data receiving terminal; and the 
capacity of said first communication form is larger than the 
capacity of said second communication form. 

4. The data transmitter according to claim 3. wherein said 
first communication form is a satellite network or a CATV 
network; and said second communication form is a tele- 
phone line. 

5. The data transmitter according to claim h wherein said 
traasmitting means multiplexes the scrambled data, the 
descrambling program and the control data, and transmits 
the nmltiplexeid data to said data receiving terminal via a 
satellite network or a CATV network. 

6. The data transmitter according to claim 1, wherein said 
first generating means alters the scrambling program peri- 
odically. 

7. The data transmitter according to claim 6, further 
con^jrising means for enat^g non-periodic alteration of the 
scrambling program. 

8. The data transmitter according to claim 1, further 
con^sing means for supplying conmion data including 
data ED to identify the predetermined data to be transmitted, 
and individual data including terminal ID to identify said 
data receiving terminal; wherein said transmitting means 
transmits both the common data and the individual data to 
said data receiving terminal. 

9. The data transmitter according to claim 8, wherein said ^ 
common data includes a cipher key for df^exing the com- 
mon data and the individual data; 

said data transmitter further comprising ciphering means 
for ciphering both the common data and the individual 
data by the use of said dphtx key and ou^utting the 
ciphered data as related data; wherein said transmitting 
means also transmits said related data to said data 
receiving terminal 

10. The data transmitter according to daim 1, wherein ^ 
said descrambling program is composed of an intermediate 
code not d^nding on any hardware. 

11. A data receiver fcr receiving the data transmitted from 
a data transmitter, oon^sing: 

means for receiving the data scrambled In acondance 
with a pred^ermined scrambling program and trans- 
mitted from said data transmitter, said receiving means 
also receiving control data to be used in the scrambling 
process, and a predetermined descrambling program 
foe descrambling the scrambled data; ^ 

descrambling means for descrambling the scrambled data 
by the use of said descrambling program and said 
control data; and 

memory means for storing the data de&crambled by said 
descrambling means. 6S 

12. The data receiver according to daim 11, wherein said 
control data indudes a scramble key. 



13. The data receiver according to claim 11, wherein the 
scrambled data is transmitted via a first communication form 
from said data transmitter, while the descrambling program 
is transmitted via a second communication form from said 
data transmitta; and the ci^adty of said first communica- 
tion form is larger than the capacity of said second commu- 
nication f ornL 

14. The data receiver according to claim 13. wherein said 
first communication form is a satellite network or a CATV 
network; and said second communication form is a tele- 
phone line. 

15. The data receiver according to claim 11, who-ein the 
scrambled data, the descrambling program and the control 
data are multiplexed, and the multiplexed data are transmit- 
ted via a satellite network a CATV network from said data 
transmitter. 

16. The data receiver according to daim 11. wherdn said 
scrambling program is altered periodically on the side of 
said data transmitter, and said descrambling program is 
altered in accordance with the alteration of said scrambling 
program. 

17. The data recdvcr according to claim 11, wherdn said 
receiving means furtiier receives common data including 
data ID to identify said predetermined data to be transmitted, 
and individual data including first terminal ID to identify 
said data recdver; 

said data receiver further comprising: a rcgista for storing 
a second terminal ID unique to said data receiver; and 
means for comparing said first terminal ID and said 
second terminal ID with each other and produdng, only 
when a coincidence is attained therebetween, an 
instruction signal to instruct said descrambling means 
to descramble said scrambled data. 

18. TTie data recdver according to claim 17, wherein said 
common data indudes a cipher key for dphering the com- 
mon data and the individual data, and both said common 
data and individual data are dphered by the use of said 
cipher key; 

said data recdver further comprising means for decipher- 
ing both said dphered cormnon data and individual 
data by the use of said dpher key. 

19. The data recdver according to claim 11, wherdn said 
descrambling program is composed of an intermediate code 
not depending on any hardware; 

said data receiver finther comprising means for convert- 
ing said descrambling program of the intermediate code 
into a machine code. 

29. A data {Hroviding system comprising: 

a center for providing data; and 

a data receiving terminal to recdve the data provided 
from said center; 

wherein said center comprises: 

a data source for storing predetermined data to be 
transmitted: 

first generating means for producing both a predeter- 
mined scrambling program for scrambling said pre- 
determined data and control data to be used in the 
scrambling in-ocess; 

scrambling means for scrambling the predetermined 
data in accordance with said scrambling program; 

second generating means for producing a predeter- 
mined descrambling program for descrambling the 
scrambled data obtained from said scrambling 
means; and 

transmitting means for transmitting ^e scrambled data, 
the descrambling program and the control data to 
said data recdving terminal; 
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and said data receiving tenninal courses: 
means for receiving the scxamblcd data, &e cootrol data 

to be used in the scrambUng process, and a prede- 

tcimined dcscrambling program for descrambliog 

the scrambled data; 
descrambling means for descrambling the saambled 

data by the use of said descrambling program and 

said control data; and 
memory means for storing the data descrambled by said 

descrambling micans. 

21. The data providing system according to claim ZO, 
v^herein said control data includes a scramble key. 

22. The data providing system according to claim 20, 
wherein said transmitting means transmits the scrambled 
data via a first communicalion form to said data receiving 
tenninal, and transmits the descrambling program via a 
second coramunication form to said data receiving terminal; 
and the ca]>acity of said first communication form is larger 
than the capacity of said second communication fomL 

23. The data providing system according to daim 2Z 
wherein said first conununication form is a satellite network 
OT a CATV network; and said second communicatioa fOTm 
is a telephone line. 

24. The data providing system according to daim 20. 
wherein said transmitting means multiplexes the scrambled 
data, the descrambling program and the control data, and 
transmits the multiplexed data to said data receiving tenni- 
nal via a satellite network or a CATV network. 

25. The data providing system according to daim 20. 
wherein said first generating means alters the scrambling 
program periodically, and said second generating means 
alters the descranibling program in accordance with ttie 
alteration of the scrambling pcogranL 

26. The data providing system according to claim 25. 
further con^rising means for enabling non-pedodic alter- 
ation of the scrambling program. 

27. The data providing system according to daim 20, 
further comprising means fOT supplying common data 
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induding data ID to identify the predetermined data to be 
transmitted, and individual data induding temiinal ID to 
identify said data receiving terminal; 
wbcrdn said transmitting means transmits both the com- 
^ mon data and the individual data to said data receiving 
terminai; said receiving means further rccdves the 
common data induding data ED to identify the prede- 
termined data to be transmitted, and the individual data 
including first terminal ID to Identify said data recdv- 
ing terminal; and said data recdving terminal further 
con^irises a register for storing a second terminal ID 
unique to said data recdver, and means for comparing 
said first terminal ID and said second terminal ID with 
each other and. only when a coinddencc is attained 
therebetween, produdng an instruction signal to 
instruct said desaambling means to desciamklc the 
scrambled data. 

28. The data jwoviding system according to claim 27. 
wherein said conomon data includes a cipher key for cipher- 
ing the common data and the individual data; 

said center further conmrises c^Aering means for dpha- 
ing both the common data and the individual data by 
the use of said dpher key and ou^tting the dphered 
25 data as related data; and said transmitting means trans- 
mits said rdated data also to said data receiving ter- 
minal; 

wherein said data recdving terminal furtiier comprises 
means for deciphering the d|^ered cosunon data and 
30 individual data by the use of said cipher key. 

29. The dau providing system according to claim 20, 
wherein said dcscrambling program is composed of an 
intermediate code not depending oo any hardware; and said 
data recdving terminal further conqiriscs means for con> 

35 verting said descrambling program of the intermediate code 
into a machine code. 
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